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THE CONTEXT: PUBLIC HEALTH, 
SURVEILLANCE AND ETHICS










There are  three basic  steps  to public health  surveil-
lance. The first is system development, which comprises 
two key activities: planning and design. The second step 
(data  collection  and  analysis)  comprises:  data  collec-











is  most  evident  in  the  control  of  infectious  diseases. 
The spread of AIDS was historically the most powerful 
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possible  number  of  people,  regardless  of  its  distribu-
tion,  through  the  adoption  of  scientifically  controlled 
















A  large  number  of  heterogeneous  frameworks  are 
available  on  the  subject,  including  codes,  guidelines, 




as  they  can be used  to  verify  the  agreement between 
ethical principles and proposed public health measures.
Of  the  few presented below,  some are merely men-
tioned, others are examined briefly. The decision as to 






































Among  the  guidelines,  one  example  is  the  Ethics 
guidelines issued by the American College of Epidemiol-
ogy. After  sketching  the  “professional  role of epidemi-
ologists” this document  identifies the following points: 
minimizing risks and protecting the welfare of research 














health  practitioners,  national  public  health  organisa-
tions  and  representatives  from  the  public  and private 
sectors  at  federal,  state  and  local  levels were  all  con-
sulted. The criteria listed in the Model Acts are rooted 
in the principles of beneficence, respect for persons and 
justice  that  are  typical  of  bioethics  in  general  and  of 
North  American  bioethics  in  particular  [20].  Among 
the reference criteria listed in the Acts for public health 
initiatives (including surveillance activities) are:





-  Scientifically  sound  practices.  Whenever  possible, 











-  Least  restrictive  alternative.  A  state  or  local  public 
health agency shall employ the least restrictive alterna-
tive  in  the  exercise of  its  authorities or powers,  espe-
cially compulsory powers;






cies  shall  respect  the dignity of each  individual under 


























-  Community  involvement.  Protecting  the  public’s 












lights  the  competition  between  the  collective  and  in-










ence  framework  for  the assessment of all  research  in-
volving humans in the biomedical, social, anthropologi-
cal, humanistic and technical fields. Again, the fact that 





The Public Health Ontario  framework  lists  ten  key 
questions,  each  of  which  comprises  specific  aspects. 
The ten questions are:




















on  widely  shared  principles  cited  in  all  the major  in-
stitutional  reference  documents  concerning  bioethics 
(codes, declarations, recommendations, etc).




















The  following  year  Childress, et al.  [24]  suggested 
another tool, according to which “regardless of the ethi-
cal theories taken as reference, the relevant moral con-


















et al [25] and the suggestions put forward by Baum, et 
al. [26].
Some frameworks focus particularly on human rights. 
Gostin  and  Mann,  for  instance,  propose  a  “human 




•  Step  2:  Evaluate  likely  policy  effectiveness  (Is  the 










•  Step  6:  If  a  coercive  public  health measure  is  truly 
the most  effective,  least  restrictive  alternative, base  it 
on significant-risk standard;
•  Step  7:  If  a  coercive  measure  is  truly  necessary  to 




























lic  health  surveillance,  the Nine principles for assessing 
whether privacy is protected in a surveillance society pro-
posed by Pounder [28] and A tool for ethical analysis of 
public health surveillance plans by the Canadian Institute 
of Health Research [29] are worth mentioning.
The nine principles proposed by Pounder [28] are:
1.  justification  principle:  “Information  relating  to  any 
legislation or policy that involves surveillance (or exten-





2.  approval  principle:  “Any  surveillance  is  limited  to 
lawful purposes defined  in  legislation where  such  leg-
islation has been  thoroughly  scrutinised by  a  fully  in-
formed  Parliament  and,  where  appropriate,  informed 
public debate has taken place”;
3.  separation  principle:  “Procedures  which  authorise 








training  is assessed  if appropriate; any malfeasance  in 
relation to a surveillance activity can be identified and 
individuals concerned suitably punished”;
5.  reporting  principle:  “A  regulator  shall  determine 
what records, including statistical records, are retained 
and  maintained  concerning  a  surveillance  activity,  in 
order to ensure transparency and accountability to the 
Regulator, to the public and to Parliament”;




















The  Canadian  Institutes  of  Health  Research  pro-
posed A  tool for ethical analysis of public health surveil-
lance plans [29]. This comprises eleven criteria: propor-





Despite  their  differences,  all  the  documents  cited 
above  refer  to  values  that  are  typical of public health 
[4, 30, 31]. These include,  in particular an obligation: 
to  improve  the  public’s  health,  to  promote  social  jus-
tice, to produce benefits, to remove harms, to distrib-






to  support  those who  face  a  disproportionate  burden 
in  responding  to  public  health  measures),  solidarity 




tween  communities  and  public  health  professionals, 
evidence-based actions, justice, accountability of costs 
and  efficiencies,  political  feasibility,  the  protection  of 
individuals in the community (e.g. through the right to 




of  the  problems most  frequently mentioned  concerns 
the management of personal information.
The importance of this issue is evidenced by the fact 
that  the paragraph entitled Ethical and legal aspects of 
surveillance  in  the  brief  entry  for  “Surveillance  of  dis-
ease: Overview” in the International encyclopedia of pub-
lic health devotes more space to this than to other public 
health surveillance issues. The entry affirms that: “Sur-

















































•  the  collection,  storage,  use  and  dissemination  of  un-
identifiable data poses fewer problems than the collection 























These  similarities  in  turn  confirm  the  broad  agree-
ment  between  the  criteria  governing  current  practice 
Table 1
“A tool for ethical analysis of public health surveillance plans” according to the Canadian Institutes of Health Research [29]
Proportionality Proportionality refers to the idea that the drawbacks of implementing a particular surveillance plan (such as 
problems related to privacy or to participation in a survey) must be offset by its benefits, which it is hoped will be 
greater. One of the primary justifications for surveillance is that it informs decision-making about public health 
programmes and activities. But this effect is hard to measure. Also, the number of subjects of surveillance and 
surveillance indicators continues to grow, which makes the problem of proportionality ever greater.
Usefulness The question of usefulness has been addressed implicitly above. The ultimate usefulness of a surveillance plan is 
the contribution that it makes to public health. The decisions made regarding surveillance plans must therefore 
have this potential to improve public health.
Transparency Transparency is the attribute that a surveillance plan has when its purposes are explicit.
Representativeness A surveillance plan that is representative is one in which a) the phenomena
to be placed under surveillance accurately reflect the health determinants and health problems that are 
recognised as important, and b) the populations studied are represented equitably.
Equity While representativeness refers to the extent to which a surveillance plan allows all of the sub-groups in a 
population to be depicted accurately, equity refers to the need to devote particular attention to certain of these 
sub-groups, because certain health problems affect them disproportionately; in other words, the burden of 
disease is greater among them.
Participation Participation, by partners at least, if not by the public, is assuming growing importance in the field of public 
health. As regards public health surveillance in particular, openness to having partners help develop surveillance 
plans is nothing new. It helps to ensure that the data gathered will be more relevant and will be put to better 
use. The advantages of having the public or certain sub-groups within the public participate seem less clear. In 
some cases, such participation would enable some important health concerns to be highlighted. It might also 
help to prevent some cases of stigmatisation by gauging the sensitivity of the chosen indicators, especially when 
the data are disseminated.
Independence The increased presence of players external to the health system who have the financial capacity to take action 
on certain problems can place pressure on the public health authorities who develop surveillance plans to 
include subjects and indicators whose importance may not really have been demonstrated. Special care is 
advisable in such situations.
Stigmatisation Some indicators, when cross-referenced with social and demographic data
that identify certain vulnerable sub-groups of the population and that are available for fairly small geographic 
units, may contribute to the stigmatisation of these sub-groups by reinforcing certain prejudices.
Privacy Privacy is the fundamental concern of surveillance authorities not to disclose information that could be used to 
identify individuals, households, or communities, depending on the kinds of characteristics on which data are 
being disseminated.
Informed consent Medical administrative data are usually anonymised before being put to secondary use for surveillance purposes. 
But this is not always the case, particularly in projects attempting to monitor problems of comorbidity and 
multimorbidity. In such cases, consent to secondary use of data might pose problems, because it might not be 
possible to give this consent at the time that the data are collected.
Understandability Lastly, the data should be disseminated in such as way that they can be understood by the public, because of 
course it is with the public’s health that these data deal.

























agreement  between  clinical  ethics  and  public  health 
ethics [34]. It would thus be preferable to use the ex-
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